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ABSTRACT

TCP remains a common transport substrate in operational networks, yet traditional deep packet
inspection (DPI) anomaly detection studies report TCP header usage in a narrow and unevenly
documented way. Transport-layer header cues are often treated as deterministic signals for steering
inspection, but the literature is fragmented in how fields are selected and operationalized across
parsing, flow construction, feature extraction, and rule or policy gating. To consolidate evidence,
this study conducts a thematic review of TCP header-field usage as reported within traditional DPI
anomaly detection studies over a six-year window (2020-2025), using a code-to-document workflow
in ATLAS.ti that codes each eligible study by field and functional role. Findings are structured using
a Realist Context—Feature—Mechanism—Outcome (CFMO) lens grounded in CMO logic and the view
that mechanisms are resources plus reasoning, treating TCP fields as resources (features) that enable
DPI mechanisms, consistent with CIMO-style extensions. Publication activity is modest with a peak in
2021, adip in 2023, a rebound in 2024, and a marked decline in 2025. Destination and source ports are
the most consistently reported cues, supporting five-tuple context, service/protocol demultiplexing,
and rule or policy selection, while control flags provide state semantics for handshake validation,
teardown checks, and misuse screening. Sequence and acknowledgment numbers appear less often
and support continuity and manipulation contexts, and data offset anchors header-length validation
and payload alignment. Window size is used selectively as a recorded feature, TCP options are rare
and mainly reflect MSS evidence in SYN packets, and checksum is sparsely reported and typically
appears in niche contexts rather than as a primary detector; reserved bits, the urgent pointer, and
header padding are absent as explicit themes. The review contributes a concise TCP field-to-function
taxonomy aligned to CFMO, highlights reporting gaps that constrain reproducibility, and proposes
an agenda centered on explicit extraction and validation pipelines, baselines for flag and handshake
patterns, option-aware parsing and window-scale considerations, transparent checksum interpretation
under capture artifacts, and robustness testing under NAT, proxies, asymmetric paths, and middlebox
remapping.

1. Introduction

can block content, rewrite parts, or log accountable evi-
dence for later review. Limits on speed and memory shape

Traditional deep packet inspection looks inside packet
payloads and reads header metadata to find behavior that
breaks stated rules and protocol expectations (Gongora-
Blandé6n and Vargas-Lombardo, 2012). It rebuilds sessions,
cleans odd encodings, and pulls simple fields as traffic moves
through the stack, which gives a clear view of each flow
for checking (?). The system then compares these parts
with fixed rules and signature sets, so byte strings, tokens,
or grammar states create exact matches that support clear
actions. Protocol decoders check order and format with
strict state machines, therefore malformed fields or strange
sequences raise alerts that analysts can explain (?). Deployed
at gateways and middleboxes, such tools act inline, so they

ORCID(S):

parser depth and state retention, so implementations focus
on evidence that is quick to extract and easy to read. Even
though encryption hides much of the content, message sizes,
timing patterns, and visible header values still guide rule
checks in practice. Attackers try to hide with fragmentation,
ambiguous encodings, and protocol mimicry, so robust DPI
uses normalization and tight conformance checks to stay
dependable (Handley et al., 2001).

1.1. Traditional DPI and TCP Header Fields
Traditional deep packet inspection checks TCP traffic
with fixed, rule based parsing, and it uses the header to guide
what to read in the payload (Géngora-Blandén and Vargas-
Lombardo, 2012; ?). Source and destination ports support
service mapping and demultiplexing, so a flow can be tied
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to an application and to the right policy. Flags such as SYN,
ACK, FIN, and RST drive connection setup and teardown,
therefore odd or impossible flag mixes help detectors find
errors and abuse (?). Sequence and acknowledgment num-
bers enable reliability and ordering, so gaps, overlaps, and
unexpected jumps become visible during reassembly. The
data offset tells where the payload starts, which lets the
parser skip any options cleanly and check header lengths
for sanity. The advertised window, together with window
scale, expresses receive capacity, so rate limits and stalled
peers can be noticed early. Options such as MSS, SACK,
and timestamps act as capability hints and path fit signals,
therefore ill formed or unlikely values are easy to flag
(Allman et al., 1999). The checksum provides basic integrity
for the header and the payload, which lets rules ignore dam-
aged segments and trust clean ones. Less common fields,
including the urgent pointer and reserved bits, still matter in
practice, because their presence or misuse can mark legacy
software or evasion attempts. Across these fields, traditional
DPI applies clear, standard driven checks, it normalizes
strange cases, and it records simple evidence that analysts
can explain.

2. Objective of the Thematic Review

This thematic review examines how traditional, deter-
ministic, rule based DPI uses TCP transport layer header
fields for anomaly detection in studies published from 2020
to 2025, and it explicitly excludes work that relies only
on machine learning without any traditional technique. The
synthesis focuses on two axes: (1) usage trends for each field,
including Source Port, Destination Port, Sequence Num-
ber, Acknowledgment Number, Data Offset, Flags, Window
Size, Checksum, Urgent Pointer, and common Options such
as MSS, Window Scale, SACK, and Timestamps, and (2) the
inspection intent linked to these fields, for example service
mapping and demultiplexing, connection state tracking and
policy enforcement, reliability and ordering checks, flow
control assessment and capability signaling, integrity verifi-
cation through the checksum and pseudo header, and evasion
resistance through normalization and consistency controls.
By mapping these patterns across recent literature, the re-
view consolidates how header and payload co inspection is
practiced in TCP aware, traditional DPI and highlights which
fields are emphasized, which fields are underused, and which
fields are changing in prominence.

In line with these aims, the review is guided by the
following question:

Guiding question: What patterns and trends characterize
the use of Transport Layer TCP header fields in traditional
DPI for anomaly detection between 2020 and 2025?

2.1. Theoretical Framework
2.2. Theoretical Framework

We use (as presented in Figure 1) a Realist Context—
Feature-Mechanism—Outcome (CFMO) lens grounded in
CMO logic (?) and the view that mechanisms are resources

plus reasoning (Dalkin et al., 2015); we therefore make
the resource explicit as Feature, akin to CIMO-style exten-
sions (Denyer et al., 2008). Features are TCP header fields
(Source Port, Destination Port, Control Flags, Sequence
Number, Acknowledgment Number, Data Offset, Window
Size, Options, and Checksum) treated as resources that en-
able mechanisms in traditional DPI, namely demultiplexing
and parser branching, flow/session keying and correlation,
service mapping and rule gating or policy selection, state
tracking for handshake validation, teardown checks and mis-
use screening, ordering continuity and reassembly support,
header-length validation and payload-boundary alignment,
capability cues via options, and integrity-related handling
including forged-packet checks. Context comprises micro-
contexts explicitly reported (NAT/ephemeral reuse, prox-
ies/load balancers and port remapping, service multiplexing
on common ports, asymmetric paths/routing variance, op-
tion clamping or stripping, NIC offload and mirror-tap arti-
facts, IPv4 versus IPv6 checksum-handling differences, and
tool handling/logging defaults) and a macro-context (Doc-
Country/Region derived from author affiliations). Outcomes
summarize, per Feature—~Mechanism linkage, the usage pat-
tern (frequency, bundles, trends by year/country), advan-
tages (benefits), and limitations (constraints/failure modes).
Because few studies attribute quantitative performance to in-
dividual TCP fields, outcomes are synthesized qualitatively

.
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Figure 1: CFMO based Theoretical Framework of this Thematic analysis

3. Rationale for Employing a Thematic
Review

While systematic reviews aggregate findings and rate
quality in a repeatable way (?), our aim is to clarify how TCP
header fields are actually used inside traditional, rule based
DPI. Because many studies mix header checks with policies
or payload signatures, attributing gains to headers alone is
unsafe, so we treat such claims with care.

We therefore chart recurring uses of ports, flags, se-
quence and acknowledgment numbers, data offset, window,
checksum, urgent pointer, and common options such as
MSS, window scale, SACK, and timestamps, together with
their inspection intents, for example demultiplexing, state
tracking, ordering checks, flow control assessment, and in-
tegrity verification with the pseudo header. We also note
constraints that shape per field inspection, including NAT
and ephemeral port reuse, asymmetric paths and load bal-
ancing, middleboxes that clamp MSS or strip options, and

offload features that confuse simple validators. A thematic
review offers the breadth to group diverse studies by usage
trends and inspection intent, revealing practice focused pat-
terns that a purely quantitative synthesis would miss.

4. Search String

This literature review set out to capture the latest work
on how traditional deep packet inspection tools use TCP
transport-layer header fields to spot anomalous traffic be-
tween 2020 and 2025. Because authors describe DPI in many
different ways, the initial search terms were kept broad. To
avoid missing relevant work, we first targeted traditional
DPI in general, not TCP specifically and refined results
with exclusion rules later. At this stage, field-specific words
such as “SYN,” “ACK,” “FIN,” “RST,” “sequence number,”
“window,” “MSS,” “SACK,” or “timestamps” were deliber-
ately left out to reduce false negatives. Only technically rich
papers that showed real DPI operations for example filter
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chains, rule matching, protocol decoding, or header-payload
co-inspection were included; purely theoretical discussions
were screened out.

A uniform Boolean string was applied to every database:

("Deep Packet Inspection" OR "Packet Filtering" OR
"Packet Inspection" OR "Traffic Inspection” OR "Payload
Inspection” OR "Encryption Inspection") AND "Anomaly
Detection".

The search covered peer-reviewed journals and confer-
ence proceedings published in English across eight ma-
jor digital libraries: IEEE Xplore, ACM Digital Library,
ScienceDirect, SpringerLink, Scopus, ProQuest, Taylor &
Francis, and Wiley Online Library.

5. Inclusion and Exclusion Strategy

To keep the review methodical and on topic, we ap-
plied clear selection rules to articles. We included only
peer reviewed journal or conference papers published in
English between 2020 and 2025 that described rule based,
traditional DPI inspecting both TCP header fields and packet
payloads for anomaly detection in network security contexts.
Papers were excluded if they predated 2020, were not in
English, came from non scholarly outlets such as blogs or
white papers, omitted header plus payload co inspection,
focused only on machine learning or flow only statistics,
or had been retracted. Selection proceeded in four tiers,
title screening removed unrelated topics, abstract checks
dropped off theme or shallow work, a quick diagonal read
confirmed genuine DPI depth, and a full text assessment
verified practical use of TCP header fields together with
content parsing. Eligibility at the final tier required explicit
handling of fields such as Source Port, Destination Port,
Sequence Number, Acknowledgment Number, Data Offset,
Flags, Window Size, Checksum with pseudo header rules
under IPv4 and IPv6, Urgent Pointer, and common Options
including MSS, Window Scale, SACK, and Timestamps.

Studies were retained when they demonstrated concrete
DPI tasks, for example filter chains, protocol decoding,
port based demultiplexing, signature or regex matching,
checksum validation, state machine tracking of SYN, ACK,
FIN, and RST, sequence and window analysis for ordering
and flow control, option parsing, and fine grained payload
inspection at the transport layer. Papers limited to high level
traffic monitoring, protocol tuning or path measurement
without direct packet inspection, or approaches that did not
analyze TCP headers together with payloads were filtered
out.

Theme labels were derived from the predominant TCP
header fields and the analytic strategies reported across
the corpus. These include port-based service mapping and
policy enforcement (well-known, ephemeral, and reserved
ranges), directionality and flow parsing via source and desti-
nation ports, connection-state tracking and misuse detection
through flag logic (SYN, ACK, FIN, RST, and uncom-
mon combinations), reliability and reassembly checks us-
ing sequence and acknowledgment numbers, header layout

validation with the data offset and option bounds, flow-
control assessment via the window field and window scale,
capability and path-fit checks with options such as MSS,
SACK, timestamps, and ECN, checksum verification with
the pseudo-header for integrity across IPv4 and IPv6, and
edge-case cues from the urgent pointer and reserved bits.

Figure 5 gives a visual snapshot of the TCP corpus as a
word cloud built from the most frequent terms across the 32
included articles. The largest words, tcp, flow, service, port,
packet, application, and classification, point to strong atten-
tion on port based service mapping, policy enforcement, and
flow keyed inspection in traditional DPI. Connection and
state terms, syn, ack, fin, rst, flag, handshake, and tracking,
show a clear focus on following the TCP state machine
and detecting misuse through unusual flag mixes. Frequent
mentions of sequence, acknowledgment, window, and op-
tions indicate reliability checks, stream reassembly, and
validation of flow control and capability hints. Words such
as payload, parsing, rule, signature, and detection highlight
header payload co inspection with deterministic matching.
References to protocols and services, http, dns, ssh, telnet,
and modbus, underline common TCP targets in anomaly
studies. Taken together, the cloud anticipates the themes
confirmed during coding, port based demultiplexing and
policy checks, connection state and flag logic, ordering and
flow control consistency, and application aware inspection
within traditional DPI for TCP traffic.
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6. Results and Discussion

The main results of this thematic review on TCP header
field usage in traditional DPI are presented in two parts.
The quantitative analysis counts how many studies align
with each theme, traces annual publication trends from 2020
to 2025, and charts publication activity by country and
continent. The qualitative analysis then examines, theme by
theme, how the selected studies apply Source Port, Des-
tination Port, Sequence Number, Acknowledgment Num-
ber, Data Offset, Flags, Window Size, Checksum, Urgent
Pointer, and common Options such as MSS, Window Scale,
SACK, and Timestamps within rule based DPI, covering
port based service mapping and policy enforcement, direc-
tionality and session parsing, connection state tracking and
misuse detection through flag logic, reliability and ordering
checks during reassembly, flow control assessment and capa-
bility signaling via options, and checksum validation across
IPv4 and IPv6, all to support anomaly detection.

Viewed together, these quantitative and qualitative per-
spectives show the scale and global distribution of current
work and clarify the core analytic approaches and emerging
trends that characterize TCP header field usage in traditional
DPI. They also indicate where attention is growing, for ex-
ample stronger option parsing and normalization, tighter flag
state consistency checks, more explicit handling of sequence
gaps and overlaps, and increased use of checksum verifica-
tion despite offload noise. At the same time, some usage
remains limited or inconsistent, including sparse reporting
on urgent pointer semantics, uneven treatment of window
scaling edge cases, incomplete documentation of behaviors
specific to IPv6, and limited discussion of NAT, asymmetric
paths, and middlebox option stripping that can skew field
level evidence.

7. Quantitative Findings

Within the five year review window from 2020 to 2025,
32 papers were identified that explicitly examine the use of
TCP transport layer header fields in traditional, rule based
DPI for anomaly detection, as summarized in Table 2. These
studies span reputable journals and conference proceedings,
yet they are unevenly distributed across outlets and years,
which points to a specialized but steadily growing research
area.

Of the 32 selected items, 16 appeared in conference
proceedings and 16 in peer reviewed journals, a split that
signals active scholarly work while confirming that the cor-
pus focused specifically on TCP header field analysis within
traditional DPI remains compact.

Table 1: Articles reviewed based on types of Journals

As shown in Figure 6, publication activity addressing
TCP header fields in traditional DPI for anomaly detection
increased early and then fluctuated. The corpus records 5
studies in 2020, 9 in 2021, 6 in 2022, 4 in 2023, 6 in 2024,
and 2 in 2025. This sequence indicates a peak in 2021, a step
down in 2022, a dip in 2023, arebound in 2024, and a marked
decline in 2025. Taken together, the counts suggest sustained

but variable attention to TCP-header-aware, rule-based DPI
for anomaly detection.

As shown in Figure 7, the global picture for research
on TCP header-field usage in traditional DPI for anomaly
detection is broad yet uneven. Country totals were com-
piled by examining all author affiliations in each article and
counting each country once per publication, so multinational
collaborations are credited to every participating country
and yearly sums exceed the number of unique papers. In
2020, contributions come from five countries (notably China
and Ukraine), totaling 7 country counts. Activity expands
sharply in 2021 to 17 country counts, with participation
spanning a wider mix of countries across Asia, Europe, and
Oceania. Output contracts in 2022 to 9, concentrated within
a smaller set of contributors, before continuing at a lower
level in 2023 (5). The landscape broadens again in 2024
(10), reflecting renewed geographic spread, and then drops
in 2025 (3), with only a few contributing countries recorded
that year.

Across the full window, China contributes the most with
9 country counts, followed by the United States (6) and the
Republic of Korea (4). India and Turkey contribute 3 each,
while Malaysia, Pakistan, Poland, and Ukraine contribute
2 each; all remaining countries contribute 1. Overall, the
distribution indicates multi-region participation, with visible
year-to-year variability rather than sustained dominance by
a single country..

Across the corpus(in network view Figure 11), the
Source Port functions as a primary handle for traditional
DPI, it anchors five-tuple flow keys, supports service in-
ference and demultiplexing, and guides rule selection and
session directionality. Studies use it for TCP flow and session
identification or construction (Cheng et al., 2020; Ma et al.,
2021; Butunetal.,2021; ?; Moon et al., 2024; AbdulRaheem
et al., 2024; Chen et al., 2022; Kang et al., 2024; ?), for
application and traffic classification or fingerprinting (Deri
and Fusco, 2021; Liu et al., 2022; ?; Agrawal et al., 2023; ?;
?; Mubarak et al., 2021a), and for correlating or screening
misuse such as scans, floods, or login-attempt campaigns
(Einy et al., 2021; Gulomov et al., 2025; Nam et al., 2023;
Hypolite et al., 2020). Rule- and policy-oriented accounts
echo this centrality, noting routine inclusion of source ports
in signature rules and port-based enforcement (?Jaw and
Wang, 2022; Nam et al., 2023). At the same time, port
meaning is not always stable; several papers therefore pair
source-port checks with destination-port context, handshake
logic, and higher-level parsing to recover TCP context when
mappings shift (Lee et al., 2022; Mubarak et al., 2021b; Nam
et al., 2023)).

Theme 2: Destination Port

Across the corpus, the Destination Port(see Figure 12)
is a central anchor for traditional DPI, it completes the
five-tuple, supports service/protocol mapping and demulti-
plexing, and contributes to rule matching and policy-driven
decisions (Ma et al., 2021; ?; ?; Liu et al., 2022; Nam et al.,
2023). Studies use it for protocol and application classi-
fication, including explicit mappings to common services
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Table 1
Avrticles reviewed based on types of journals/conferences.

Journal/Conference Name

2020 2021 2022 2023 2024 2025

ACM Conference

Applied Sciences (Switzerland)

Computer Networks

Computer Systems Science and Engineering

Connection Science

Electronics (Switzerland)

IEEE (CSR Conference)

IEEE Access

IEEE Conference

IEEE Conference (CCWC)

IEEE Conference (TCSET)

IEEE/ACM Transactions on Networking

IEEE Trans. on Dependable and Secure Computing
International Journal of Information Technology (Singapore)
International Journal of Information Technology and Web Eng.
Mathematical Problems in Engineering

PeerJ Computer Science

Security and Communication Networks

Sensors

Sensors (Switzerland)

1 3 1 1 1
1
1

such as HTTP (80) and TLS/HTTPS (443), and for protocol
demux and protocol-type identification (Cheng et al., 2020;
Liu et al.,, 2022; ?; ?; ?). It also underpins rule-driven
mechanisms such as port matching and redirection, and port-
based policy rules (?Lee et al., 2022; Nam et al., 2023). Sev-
eral papers further target ICS/OT identification using well-
known destination ports (e.g., Modbus/TCP 502) or port
sets to isolate industry protocols (Mubarak et al., 2021a,b).
Destination-port signals are also used to interpret encrypted
or non-standard-port contexts, including TLS over atypical
ports and differentiation of encrypted applications (Deri
and Fusco, 2021; Kang et al., 2024; ?). Beyond direct
matching, it appears as a feature for traffic classification,
model training, and temporal modeling, and to refine tuple-
based connection grouping (Agrawal et al., 2023; ?; Chen
etal., 2022; ?; ?). Tool-oriented accounts also report routine
operational use of destination-port signals for service filter-
ing and application/service inference (Jaw and Wang, 2022;
AbdulRaheem et al., 2024).

In my interpretation, destination-port semantics are not
always stable in operational networks due to multiplex-
ing on popular ports and middlebox-driven remapping. Ac-
cordingly, robust analysis commonly pairs destination-port
checks with complementary cues (e.g., source-port context,
rule logic, and payload/semantic context) when classifying
services or enforcing policy (Lee et al., 2022; Deri and
Fusco, 2021; Nam et al., 2023).

Theme 3: Sequence Number

As proven in the Figure 13, the Sequence Number
is a core cue for traditional DPI stream handling, sup-
porting TCP reassembly and continuity reasoning. It is
used for sequencing-anomaly detection and for tracking

injection/teardown contexts, including RST-race and RST-
focused packet-injection tracking (?Mubarak et al., 2021a;
?; Nam et al., 2023). It also appears implicitly in hand-
shake/state logic and in domain traces such as Modbus/TCP
and Telnet (Butun et al., 2021; Mubarak et al., 2021b). Some
papers reference it only as part of general TCP flow handling
rather than as an explicit detection feature (Lee et al., 2022),
underscoring its role as a supporting but important cue
alongside other transport-layer indicators.

Theme 4: Acknowledgment Number

The Acknowledgment Number helps traditional DPI val-
idate TCP session progression and supports connection and
handshake verification as depicted in Figure 14. Studies use
it in connection validation logic and to verify proper hand-
shake flow (ACK-related checks) (?Mubarak et al., 2021b).
It also appears in feature analysis where ACK is treated as an
analytical field (Mubarak et al., 2021a). The field is further
referenced in attack-related session manipulation contexts
(Nam et al., 2023). In several accounts it is implied by
the TCP handshake/state logic rather than modified directly,
reflecting its supporting role alongside other transport-layer
cues (Butun et al., 2021; Lee et al., 2022).

Theme 5: Data Offset

The Data Offset marks the TCP header length and the
start of the payload, so traditional DPI uses it to anchor
payload parsing and keep header interpretation aligned. As
shown in Figure 15, Studies cite it explicitly for locating
the payload and for correct TCP header parsing (??). In my
interpretation, Data Offset can also serve as a practical sanity
check in DPI parsers: values below the minimum header
size, inconsistencies with option-length expectations, or off-
sets that exceed the segment size may indicate malformed
traffic or evasion attempts. Even when handled implicitly
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by parser libraries, validating the Data Offset helps avoid
payload misalignment during content inspection.

Theme 7: Control Flags (SYN, ACK, FIN, etc.)

Control flags(see Figure 16) form the event grammar
that traditional DPI uses to follow TCP state, validate
handshakes, and detect misuse. Studies apply flag logic to
start/teardown checks (3-way handshake, FIN/RST termina-
tion) and session validation (Butun et al., 2021; Lee et al.,
2022; Hypolite et al., 2020), to behavioral/volume anomalies
such as SYN-flood-like bursts (?) and broader connection-
stage/attack-behavior interpretation (?), and to attack tracing
including RST-injection and related manipulation contexts
(Nam et al., 2023; Mubarak et al., 2021b). Flags are also
used for policy enforcement and service logic in stateful
controls (Liang and Kim, 2022). Many accounts treat flags
as explicit features—binary indicators, counts, or feature-
vector inputs, sometimes captured as time-based metadata
or packet-sequence features (AbdulRaheem et al., 2024;
Kang et al., 2024; Liu et al., 2022; Moon et al., 2024; ?;
?; Agrawal et al., 2023; Kim et al., 2021). A few papers
note flags indirectly (e.g., inferred TCP status or hybrid-
ML feature extraction) while still relying on them to orient
session interpretation (Einy et al., 2021; Gulomov et al.,
2025).

Theme 8: Window Size

The Window Size field is used in traditional DPI as a
lightweight indicator that can be captured for analysis and
profiling. Studies (see network view Figure 17) include the
window value in processed datasets and feature extraction
pipelines (Mubarak et al., 2021a; Liu et al., 2022), apply
it as a clustering feature (Farjad and Arfeen, 2020), and
reference concrete window observations in TCP flow traces
(e.g., Win=2920) (Mubarak et al., 2021b). Several works
also note potential diagnostic value in attack contexts, such
as using atypical window behavior to help flag forged RST-
related flow dynamics (?).

Window-size checks can be paired with sequence/ACK
progress and handshake context to identify inconsistent ad-
vertised capacity or stalled peers; however, interpretation
may depend on Window Scale and measurement conditions,
so parsers often record the raw value and defer strict judg-
ment to context-aware rules.

Theme 9: Checksum

The network view in Figure 18 of Checksum can be
treated in traditional DPI as an integrity-related signal and
is used only in a small subset of studies. In this corpus, it
appears as part of clustering analysis (Farjad and Arfeen,
2020), is referenced in forged-packet inspection contexts
(Nam et al., 2023), and is ensured during port rearrange-
ment and reflection scenarios (Lee et al., 2022). From a
practical perspective, checksum validation can function as
a sanity check during parsing, but interpretation may be af-
fected by capture and offload conditions; accordingly, many
pipelines record checksum-related values and combine in-
tegrity checks with other transport cues rather than using
checksum evidence alone.

Theme 11: Options (e.g., MSS, SACK, Timestamps)

TCP options appear infrequently in this corpus as pre-
sented in Figure 19, but they are surfaced in the analysis
through MSS in SYN packets and as a recorded packet
feature (Mubarak et al., 2021b; Liu et al., 2022). From a prac-
tical perspective, options can provide contextual capability
signals (e.g., MSS/SACK) and may help flag malformed or
implausible option settings; however, deployments typically
treat option evidence cautiously and corroborate it with other
transport cues rather than relying on options alone

Shareef - RevisitingOSI Layer4 inTraditional DPI: IJCASI

Page 8 of 100



TCP Header Fields in Traditional DPI

Hurters of articles sddresses TEP bender frids in Tracitions 0P
netwmen 20 - 5

b sl

-----------

Figure 7: Breakdown of number of Publications According to
Country and Year

Geographical Map of Authors

i

Figure 6: Breakdown of published articles according to the Year il " 'f:‘ W
of Publication q.- Bl \ ms
- %1 12

r .

‘ "

Figure 8: Breakdown of Geographical map of authors

Shareef - RevisitingOSI Layer4 inTraditional DPI: IJCASI Page 9 of 100



Mubarak et al. (2021b)
Liu et al. (2022)
Mubarak et al. (2021a)

Panda et al. (2021)

Nam et al. (2023)

Lee et al. (2022)

Farjad & Arfeen (2020)
Butun et al. (2021)
Pratomo et al. (2020)
Song et al. (2020)
Shlingbaum et al. (2024)
Sheeraz et al. (2024)
Moon et al. (2024)
Liang & Kim (2022)
Kim et al. (2021)

Kang et al. (2024)
Hypolite et al. (2020)
Gulomov et al. (2025)
Einy et al. (2021)
Agrawal et al. (2023)
AbdulRaheem et al. (2024)
Tas et al. (2023)

Chen et al. (2022)
Xiang et al. (2024)

Wu et al. (2025)
Rawat et al. (2022)
Park et al. (2021)

Ma et al. (2021)

Jaw & Wang (2022)
Deri et al. (2021)
Cheng et al. (2020)
Chen et al. (2023)

TCP Header Fields in Traditional DPI

. 3.1.11 Options (e.g., MSS,
SACK)
3.1.8 Window Size
o 314 Acknowledgment
Number
= 3.1.3 Sequence Number
3.1.9 Checksum
= 3.1.5 Data Offset
3.1.7 Control Flags (SYN, ACK,
_ FIN, etc)
] 3.1.1 Source Port

I 3.1.2 Destination Port

Figure 9: Thematic Mapping of the Publications

Shareef - RevisitingOSI Layer4 inTraditional DPI: IJCASI

Page 10 of 100



TCP Header Fields in Traditional DPI

2024

3.1.1 Source Port

3.1.2 Destination Port

3.1.7 Control Flags (SYN, ACK,
FIN, etc.)

3.1.8 Checksum

3.1.3 Sequence Number

3.1.4 Acknowledgment
Number

| 3.1.8 Window Size

3.1.5 Data Offset
3.1.11 Options (e.g., MSS,
SACK)

Figure 10: Sankey diagram of the Themes According to Year

Shareef - RevisitingOSI Layer4 inTraditional DPI: IJCASI Page 11 of 100



TCP Header Fields in Traditional DPI

85p1, in Chen etal 543 p2, in Liang & Kim

40:9 p 1, in Rawat et al. 295p1, inMaetal. 377p1, in Panda etal.
2022) (@022)

(2022) @021 (@021 ¢

Included in flow key Flow dentifcation For dentiing flow tuple

Used in flow/session Basic fitering in packet fitering
frewall

“ 55:11p 2, in Nam et al 37:10 p 1, in Panda et al 33:7 p 2, in Mubarak et
(2023) (2021) al. (2021a)
57:4p2in Wuetal. 45:5p 2, in Shlingbaum
33:4p 2, in Mubarak et (2025) 6:10p 1, in Butun et al. 206 p 2, inKang et al. etal. (2024) & 5 .
e o0 e L \mp|3ed m‘TCP. session ) US§d in connection validation ACK field used in feature analysis
Likely used during TLS session Used for service/application manipulation in attack scenario. logic
elps dentity senvice stup ffic typ determined by Corepart of fow key Used for flow identifcation dentcation
st s
4918p2, inTas etal D0 31312, in Moon atal ooy " EXTENDS &> 3.1.4 Acknowledgment Number

Arfeen (2020) (2024)

@023) — & 31 Source Port
Used incusering and paylosd Tracked for TCPattack
Input feature forcassifcation e Stuple feture comslation (23, DDaS,login
atemprs)
S st mkimetal 195 p3) i hew & Warg e s, gl 25:9p1, inLeeetal. 32:14 p 2, in Mubarak et 6:13 p1, in Butun et al.
(2020) o] @022) @023) e (2022) al. (2021b) (2021)
Present n rle headers Feore edin e Houfssson cosenton
CLOHEED) (CBACT classiicatin Implied, not modified Used to verify proper handshake TCP handshake logic implies it,
flow (e.g, ACK=1) though not explicitly shown
58:11 p 2 in Gulomov et
al.2025) 393 p1, in Pratomo etal. 2561, in Lee etal,
1142, in Deri etal 516p2, inXiang etal. =%
Identifies session origins for (2021) Ga20) (2024) ¢ J

Reflected and rearranged in TCP.

Required for TCP connection
port mapping

dentifcation

attack categories ke DoS and

DHCP starvation. Important for JA3 context and

service fingerprining,

Used in flow identification and
protocol classfcation

EXTENDS.

55:8p1, in Nam etal.

3211p 2, in Mubarak et 18p2, in AbdulRaheem

:I‘(‘z‘upzii in Sheeraz et 28:9p2, inLiuetal. al. (2021b) etal. (2024) (2023)
o]
Lot = i acket header feature todbus and Telnet (e construction ort-based policies. 5, H - H 1
LI e LB e gromeemcnis - Figyre 14: Network View of the research articles on the

“Acknowledgment Number” Theme

388p2, in Park etal,

9:8p 1, in Cheng etal.
020) (2021)

[
Used to identiy sessions and
cassify traffc

Partof Snort rule matching

Figure 11: Network View of the research articles on the “Source

Port” Theme
> 3.1.5 Data Offset

5231, in Chen etal, 497 p2, inTas etal 2810 p 2, in Liu etal, 387p2, in Parketal 559 p1, in Nam et al

(2023) (2023) (2022) (2021) (2023)
be protocol Used in S-tuple and rule Key part of poliy ules (CP/80
but not explcly analyzed demux matching TCP/3306)

46:36 p 2, in Song et al. 3711 p 1, in Panda et al.

3212 p 2, in Mubarak et 9:9p1, in Cheng etal 206p1, inMastal 544p2, in Liang & Kim 517 p2, in Xiang et al

al. (2021b) (2020) (2021) (2022) (2024)
o I e (2020) (2021)
80=HTTP, 443=TLS) ol specific flows (e.g. port 443).

specifc CS protocol
communications

For locating payload Needed for TCP header parsing

378p1, in Panda etal.
(@021)

Portof -tuple or racking
senvces (eg. port 22 or SSH)

1961, in Jaw & Wang
@022) (2024
Used for serie fitaing (o3, Oifretites ancrypted
port52.600) spplcatons

4412 p 2, in Sheeraz et 31:30p2, in Moon etal. 207p2, in Kang etal.
al. 2024) (2024) )
Used in mode traning Servicelevel inference

Sea P2 B S 335 p 2, in Mubarak et HELPIITIC 257p1, inLeeetal. . . H "
1 aozs A R (202) Figure 15: Network View of the research articles on the “Data

© SRCEIIREE Helps corelte sences (HTTP,

DHCP, etc) during hybrid ML

Modbus TCP 502) e e Key mechanism

Offset” Theme

vy
136 p 2, in Einy et al. 19p2, in AbdulRaheem EBRE, (o 86p1, in Chen etal 187 p 2, in Hypolite et al.
@o2n @020

etal. (2024) @022) @o20)

Used for applicaton-layer
etect
inference TLS over non-443 ports)

Criial for attack detection (e
5QLion port 80, MS17-010 0
aa5)

DPllogic uses

TCP dport

2472, in Kim et al. 611p 1, in Butun et a.

in Pratomo et al 3:9p2, in Agrawal etal. 40:8p 1, in Rawat et al.
(3;(;;;, i Pratemo el (2023) (2022) (2021) (2021)
fedte P level o o o :
T i o ’ pradition . cosicion 0P 2811 p 2, inLiu etal. 137 p2, in Einy etal. 24:8p2, inKim etal. 110 p 2, in AbdulRaheem
(2022) (2021) (2021) etal. (2024)

Part of feature vector for session TCP status tracking might be Features like FIN, PSH, URG, RST Modeled as binary values

45:6p 2, in Shlingbaum 147 p1, in Farjad & 46:37p2, in Song etal. state tracking inferred used
etal. (2024) Arfeen (2020) (2020)
Included ss classification feature. S . i
port 80
18:8p 2, in Hypolite et al. 46:35p 2, inSong et al.

<> 3.7 Control Flags (SYN, ACK, FIN, etc) (2020) (2020)

Usefulin behavioral anomaly

FIN/RST flag checked for flow
detection (e.g. SYN flood)

termination logic

25101, inLeeetal.

58:13 p 2 in Gulomov et
(2022)

al. (2025)

Figure 12: Network View of the research articles on the
“Destination Port” Theme

310 p 2, in Agrawal et al.

6:14p1, in Butun etal.
(2023)

For TCP handshake and session
(2021)

detection, inferred from hybrid
ML feature extraction. ralidation)
For implementing TCP 3-way TP flags included in packet

handshake logic sequence
BUILDS ON
. . ) 54:5p 2, in Liang & Kim 4916 p 2, inTas etal.
39:5 p 2, in Pratomo et 25:8p1, inleeetal. 55:10 p 1, in Nam etal. (2022) (2023) 457 p2, in Shlingbaum '52501223;: 2, in Nam etal.
al. (2020) (2022) (2023) O A Captured i tima-based etal. (2024)
metadata Used in RST injection attack

TCP flags (SYN, ACK) part of
feature vector.

Relevant in packet injection detection

tracking — Fig. 13 (RST packets).

Part of TCP flow handling, not
directly used

Needed for TCP reassembly

37421, in Panda etal. 3215p 2, in Mubarak et 208p 2, inKang etal. 3129 p 2, in Moon etal.

32:13 p 2, in Mubarak et
(2021) al. (2021b) (2024) (2024)

<> 3..3 Sequence Number al. (2021b)
BUILDS ON Core to detecting connection SYN, ACK, RST used in attack TCP flag counts included Input to feature vector
Seen in Modbus TCP and Telnet stages and attack behaviors modeling

traces (e.g, Seq=1, Seq=28)

EXTENDS

44:10p 2, in Sheeraz et

37:9p1, inPanda et al.
(2021)

Critical for RST race detection

Figure 13: Network View of the research articles on

6:12 p 1, in Butun et al.
(2021)

Used implicitly in 3-way
handshake logic (Listing 3)

“Sequence Number" Theme

33:6 p 2, in Mubarak et
al. (2021a)

Used to detect sequencing
anomalies

al. (2024)

Control Flags (SYN, ACK, etc)

Figure 16: Network View of the research articles on the
the "“Control Flags” Theme

Shareef - RevisitingOSI Layer4 inTraditional DPI: IJCASI

Page 12 of 100



TCP Header Fields in Traditional DPI

33:8 p 2, in Mubarak et 14:8 p 2, in Farjad &

al. (2021a) Arfeen (2020)
Included in processed and post- Present in Table Il as a clustering
processed dataset ( feature

32:16 p 2, in Mubarak et

al. (2021b)
3.1.8 Window Size
E.g. "Win=2920" shown in TCP

flows
28:12 p 2, in Liu et al. 37:13 p 2, in Panda et al.
(2022) (2021)
Extracted as TCP Window feature May help detect forged RST flow
dvnamics

Figure 17: Network View of the research articles on the
“Window Size" Theme

55:13 p 2, in Nam et al.
(2023)

Likely verified during forged
packet inspection

14:9 p 2, in Farjad &

<> 3.1.9 Checksum Arfeen (2020)

Included in clustering analysis

25:11p 2, in Lee et al.
(2022)

Ensured during port
rearrangement and reflection

Figure 18: Network View of the research articles on the
“Checksum” Theme

32:17 p 2, in Mubarak et 28:13 p 2, inLiu et
al. (2021b) al. (2022)
MSS shown in SYN packet Packet feature (

<> 3.1.11 Options (e.g., MSS, SACK)

Figure 19: Network View of the research articles on the
"Options” Theme

Shareef - RevisitingOSI Layer4 inTraditional DPI: IJCASI

Page 13 of 100



TCP Header Fields in Traditional DPI

8. Results and Discussion

This review examines how TCP header fields are used
in traditional DPI for anomaly detection from 2020 to 2025.
Code-to-document mapping in ATLAS.ti and the aggregates
in our tables show a tight, stable core of fields doing most
of the practical work. Usage concentrates on Destination
Port and Source Port for service mapping and rule selection,
with Control Flags providing the state cues for handshake
validation, teardown checks, and misuse screening. By com-
parison, Sequence and Acknowledgment numbers appear
less often and mainly support reassembly, validation, and
injection or manipulation tracking. Data Offset is used to
align payload parsing. Window Size and Options are used
infrequently as recorded features. Checksum appears in a
small subset of studies rather than as a primary standalone
detector. Notably, no included study in our coded 2020 to
2025 corpus explicitly analyzed the TCP Reserved bits, the
Urgent Pointer, or header padding.

Reserved bits are meant to be zero and ignored, so any
set values usually reflect buggy stacks or offload noise rather
than signal. The Urgent Pointer is rarely used today and its
semantics are uncertain, leaving datasets with little usable
URG traffic and many tools suppress it. Header padding only
aligns options, has no application meaning, and is typically
normalized once the data offset is checked. Toolchains ex-
pose ports, flags, and sequence or acknowledgment numbers
as primary features, so researchers favor those stable, inter-
pretable cues. Put together, it is unsurprising that no study in
2020 to 2025 in our corpus used Reserved bits, the Urgent
Pointer, or padding explicitly. Year by year the corpus is
uneven but sustained: 5, 9, 6, 4, 6, and 2 papers across 2020
to 2025. The sequence suggests a maturing niche with an
early rise and 2021 peak, a step down in 2022, a dip in 2023,
a rebound in 2024, and a marked decline in 2025.

Ports act as the transport traffic switch, routing flows
to the right parser or policy block, supporting endpoint
directionality and flow keys, and anchoring rules for service
recognition and misuse screening. From a practical perspec-
tive, limits recur under NAT, ephemeral reuse, proxies, and
service multiplexing on popular ports, so robust pipelines
pair port checks with payload and context. Control Flags
carry the event grammar for traditional DPI. SYN, ACK,
FIN, and RST drive connection tracking and expose anoma-
lies such as incomplete handshakes, abnormal mixes, or
reset injection. Their use peaks in 2021 and again in 2024
rather than increasing steadily, reflecting their role in fast,
explainable triage. Sequence and Acknowledgment numbers
reinforce ordering and integrity at the stream level. They
help detect midstream interference and manipulation but are
reported far less frequently than ports or flags. Data Offset
guards header length and payload start. Window Size is
recorded as a feature in a small subset of studies. Options
surface occasionally, most often MSS in SYN packets, and
Checksum is used sparingly. From a practical perspective,
window, option, and checksum interpretation can be capture
and implementation dependent, so pipelines often record

these values and corroborate them with other transport cues
rather than relying on them alone.

In summary, current traditional TCP DPI leans on ports
for deterministic control and flags for state-aware screening,
with sequence and acknowledgment supporting continuity
and parser-alignment fields such as offset, window, options,
and checksum appearing more selectively. Reserved bits, the
Urgent Pointer, and header padding were not used explicitly
in the reviewed studies. A constructive agenda is to make
header extraction and validation steps explicit, publish base-
lines for flag sequences, handshake completion, window dis-
tributions, and option use, quantify robustness under NAT,
proxies, asymmetric paths, middlebox option rewriting, and
checksum offload, and document how port and flag gates
steer payload inspection for faster, more selective anomaly
detection.

9. Implications and Paths for Future Research

This review shows that traditional DPI for anomaly de-
tection over TCP leans on a compact set of header cues. Des-
tination and source ports steer service mapping and policy
control, while control flags provide state cues for handshake
validation, teardown checks, and rapid misuse screening.
Sequence and acknowledgment numbers support ordering
verification and reassembly, the data offset anchors payload
parsing, window size appears as an infrequent recorded
feature, options appear mainly as MSS evidence in SYN
packets, and the checksum is used sparingly rather than
as a primary detector. Reporting gaps are common in the
included studies, including unclear header extraction steps,
limited disclosure of reassO.5embly policies and overlap
handling, sparse baselines for flag sequences and handshake
completion, and thin discussion of option handling under
normalization or middlebox rewriting. Practical capture fac-
tors such as NIC offload and mirroring artifacts are sel-
dom discussed in relation to checksum interpretation, IPv6-
specific behaviors are unevenly documented, and the effects
of NAT, proxies, and asymmetric paths on field semantics
are often left implicit. Reserved bits, the urgent pointer, and
header padding were not explicitly analyzed in the reviewed
studies and should be reported with clear presence rates and
handling policies so that omissions are transparent.

10. Contributions and Benefits of the Study

This review maps how TCP header fields are used in
traditional DPI for anomaly detection during 2020 to 2025
and organizes them into a compact field taxonomy. Core
use centers on destination and source ports for service map-
ping and policy control, control flags for state tracking and
misuse screening, sequence and acknowledgment numbers
for continuity and reassembly support, and data offset for
payload alignment. Window size, options, and checksum
appear more selectively as recorded features or contextual
checks, and reserved bits, the urgent pointer, and padding
do not appear as explicitly analyzed fields in the corpus. The
synthesis highlights gaps, including unclear extraction steps,
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limited reporting on reassembly and overlap policies, sparse
checksum and offload details, uneven IPv6 handling, thin
option prevalence data, and missing baselines for flag se-
quences and handshake completion under NAT, proxies, and
asymmetric routes. For researchers, these findings indicate
where to invest next, including flag-sequence baselines, op-
tion handling transparency, checksum interpretation under
capture artifacts, and robustness studies; for practitioners,
the mapping links fields to concrete DPI tasks that support
faster, more selective, and reproducible detection.
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