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A B S T R A C T

Web applications are increasingly exposed to attacks such as SQL injection, cross-site scripting,
path traversal, and request-forgery attempts. Conventional Web Application Firewalls often rely on
static rules and signatures, which can be less effective against modified, obfuscated, or previously
unseen payloads. This study proposes a dynamic Web Application Firewall framework that integrates
machine-learning classification, attack-keyword filtering, regex-based matching, anomaly handling, an
attack-pattern library, and active response. Several models were evaluated, including Support Vector
Machine, Random Forest, Logistic Regression, Convolutional Neural Network, and Recurrent Neural
Network. Random Forest achieved the highest accuracy in the model comparison with 0.9954, followed
closely by CNN and RNN. In a separate deployed-model test, the selected model achieved 85.1%
accuracy, 85.1% precision, 100% recall, and 91.9% F1-score, showing strong attack coverage but also
false positives. The attack-pattern library achieved 93% accuracy, 100% precision, 93% recall, and 96%
F1-score. These results indicate that the proposed hybrid framework is promising for adaptive WAF
detection and response, but broader benign traffic, comparison with baseline WAF configurations, and
production-scale testing are still required.

1. Introduction
Web applications have become an essential part of mod-

ern digital infrastructure because they provide fast, flexible,
and scalable access to services, information, and online
transactions. However, the increasing dependence on web-
based systems has also expanded the attack surface for cyber
threats. Attacks such as SQL injection, cross-site scripting
(XSS), distributed denial-of-service (DDoS), path traversal,
and payload injection continue to threaten the confidentiality,
integrity, and availability of web applications (Dawadi et al.,
2023; Riera et al., 2022; Surendhar et al., 2023).

A Web Application Firewall (WAF) is commonly used
as a security layer to filter, monitor, and block malicious
HTTP traffic before it reaches the protected application.
Traditional WAF solutions generally depend on static rules
and signature-based detection mechanisms. Although these
approaches are effective for known attack patterns, they often
struggle to detect new, modified, obfuscated, or unknown
attacks because the incoming request may not match existing
signatures (Applebaum et al., 2021; Sepczuk, 2022). This
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limitation becomes more critical when attackers develop
zero-day payloads or use evasion techniques that bypass
predictable rule-based defenses (Sepczuk, 2022; Calvo and
Beltrán, 2022).

Recent developments in artificial intelligence and ma-
chine learning provide opportunities to improve WAF adapt-
ability. Machine learning can learn from historical traffic data,
extract attack-indicating features, and classify web requests
as benign or malicious. Previous studies have shown that
machine learning and deep learning techniques can improve
web-attack detection through feature engineering, HTTP traf-
fic analysis, and neural-network-based classification (Tiwari
et al., 2023; Dawadi et al., 2023; Shaheed and Kurdy, 2022).
In addition, CNN-based and smart WAF designs show that
deep learning can be applied directly to WAF detection tasks
(Wang et al., 2022; Jemal et al., 2022).

However, detection alone is not sufficient if the system
cannot respond quickly and continuously adapt to new threats.
Existing research has explored mitigation, attacker profiling,
deception, and centralized response mechanisms to improve
protection after malicious activity is detected (Shahid et al.,
2022b,a; Manaseer and Al Hwaitat, 2018). Active response
and adaptive anomaly detection are therefore important for
WAF systems because they allow suspicious requests to be
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blocked, isolated, logged, and used as learning material for
future detection updates (Xuan et al., 2020; Calvo and Beltrán,
2022).

This research proposes an enhanced WAF framework
that integrates machine learning with an active response
mechanism. The proposed system is designed not only to
detect malicious requests but also to respond to threats by
blocking known attack patterns, isolating suspicious queries,
recording anomalies, and updating an attack-pattern library.
By combining known attack detection, anomaly detection,
regex-based filtering, attack keyword analysis, and adaptive
learning, the proposed framework is intended to support
stronger detection and response against selected existing and
emerging web application threats (Calvo and Beltrán, 2022;
Xuan et al., 2020; Mohammadi Rouzbahani et al., 2020).

The main objective of this study is to improve web
application defense by developing a dynamic WAF concept
that is capable of learning from attack data and responding
to malicious activities in real time. The proposed approach is
evaluated using several machine learning models, including
Support Vector Machine (SVM), Random Forest, Logistic
Regression, Convolutional Neural Network (CNN), and Re-
current Neural Network (RNN). The use of multiple models
supports comparative evaluation and helps identify the most
effective model for deployment in the WAF architecture
(Dawadi et al., 2023; Wang et al., 2022; Shaheed and Kurdy,
2022).

The contribution of this research is threefold. First,
it presents a machine learning-based WAF approach for
detecting malicious web requests. Second, it integrates an
active response mechanism to support real-time mitigation
and anomaly isolation. Third, it introduces an adaptive attack-
pattern library that can support future attack prediction and
improve WAF resilience against zero-day threats.

2. Related Work
Web application security has become an important re-

search area because modern web systems are frequently
targeted by attacks that exploit weaknesses in application
logic, user input handling, and HTTP request processing.
Traditional Web Application Firewalls (WAFs) commonly
rely on predefined signatures and rule-based filtering to
identify malicious requests. These mechanisms remain useful
for detecting known attacks, but they have limitations when
facing obfuscated payloads, new attack variants, and zero-day
threats (Applebaum et al., 2021; Sepczuk, 2022).

Recent studies have proposed machine learning as a way
to improve web application defense. Tiwari et al. investigated
the integration of artificial intelligence and machine learning
into web application development and defense, showing that
AI/ML can support vulnerability prediction and improve
security-oriented web development (Tiwari et al., 2023). Sha-
heed and Kurdy proposed a WAF based on machine learning
and feature engineering, demonstrating that extracted request
features can be used to classify malicious and benign web
traffic (Shaheed and Kurdy, 2022). Surendhar et al. also

applied machine learning to payload injection detection in
firewall traffic, supporting the idea that payload-based attacks
can be detected through learned traffic patterns rather than
only static signatures (Surendhar et al., 2023).

Deep learning has also been explored for WAF and web-
attack detection. Dawadi et al. developed a deep-learning-
enabled WAF architecture for detecting attacks such as DDoS,
SQL injection, and cross-site scripting by comparing normal
HTTP traffic and attack traffic (Dawadi et al., 2023). Wang
et al. designed a WAF system using convolutional neural
networks and deep learning, showing the relevance of CNN-
based architectures for web request classification (Wang
et al., 2022). Similarly, Jemal et al. proposed SWAF, a smart
WAF based on convolutional neural networks, which further
supports the use of deep learning for intelligent web-attack
detection (Jemal et al., 2022).

Several studies focus not only on detection but also on
mitigation, attacker profiling, and adaptive defense. Shahid et
al. proposed an enhanced deep-learning framework for web
attack detection, mitigation, and attacker profiling, showing
that detection systems can be connected with response mech-
anisms to reduce the impact of attacks (Shahid et al., 2022b).
In another study, Shahid et al. introduced a personalized
deception system assisted by deep learning, where malicious
HTTP requests are redirected to deception environments
and attacker profiles are used to support future defense
(Shahid et al., 2022a). Manaseer and Al Hwaitat proposed
a centralized WAF security system that distributes attack
information across connected clients so that multiple hosts
can react to the same attacker in real time (Manaseer and
Al Hwaitat, 2018).

Adaptive WAF research addresses the weakness of fixed
rule configuration. Calvo and Beltrán proposed an adaptive
WAF that changes its configuration according to context
and risk indicators, because a WAF cannot be configured
once and remain effective against changing attack conditions
(Calvo and Beltrán, 2022). Xuan et al. proposed an adaptive
anomaly request detection framework based on dynamic web
application profiles, where abnormal requests can be detected
and attack data can be semi-automatically updated during web
application access (Xuan et al., 2020). These studies show
that dynamic profiling, anomaly detection, and continuous
updates are important for improving WAF resilience.

Dataset quality and attack classification are also impor-
tant in machine-learning-based WAF research. Riera et al.
introduced a multi-label dataset for web attack classification
based on CAPEC and evaluated machine learning methods
for classifying different web attack types (Riera et al., 2022).
Feature-driven analysis is also relevant for cybersecurity data
sources; Tundis et al. showed that features can be used to
automate the assessment of open-source cyber threat sources,
which is useful for future threat intelligence integration and
model updating (Tundis et al., 2022).

For SQL injection and pattern-based detection, previous
research has used both machine learning and string-matching
approaches. Kar et al. proposed SQLiGoT, which detects
SQL injection attacks using graph-of-token representation
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and SVM classification (Kar et al., 2016). In addition,
Aho-Corasick-based multiple-pattern matching is relevant
to efficient keyword and signature matching because it can
match many attack patterns in a single process (Sun and Li,
2012).

Firewall optimization is another related area because
security filtering may introduce processing overhead. Coscia
et al. proposed a two-stage algorithm to optimize firewall
rule ordering, showing that rule placement can affect packet
classification latency and overall firewall performance (Cos-
cia et al., 2023). This is relevant to WAF design because a
practical WAF must balance detection accuracy, response
capability, and processing efficiency.

Based on these studies, existing WAF research has
progressed from static signatures toward machine learning,
deep learning, adaptive configuration, anomaly detection, and
active response. However, many approaches still focus mainly
on detection or on a single defensive component. This study
therefore proposes an integrated framework that combines
machine-learning-based detection, regex and attack keyword
analysis, anomaly logging, active response, and adaptive
attack-pattern library updates to improve WAF protection
against both known and emerging threats.

Figure 1: WAF process

3. Methodology
3.1. Method Used

This research uses a mixed quantitative and qualitative
methodology to develop and evaluate a machine-learning-
based Web Application Firewall (WAF) with an active
response mechanism. The quantitative method is used to mea-
sure the performance of machine learning models through
accuracy, precision, recall, and F1-score. These metrics help
evaluate how effectively the proposed WAF detects malicious
web requests and reduces false positives and false negatives
(Chicco et al., 2021; Shaheed and Kurdy, 2022).

The qualitative method is used to analyze attack behavior,
anomaly handling, and the impact of active response on web
application security. This analysis is important because WAF
protection does not only depend on detecting known attacks,
but also on understanding suspicious request patterns and
adapting to new or unknown threats (Sepczuk, 2022; Xuan
et al., 2020).

The proposed method integrates machine learning classifi-
cation, attack keyword analysis, regular expression matching,

anomaly logging, and active response. Incoming HTTP
requests are first inspected by the WAF before reaching the
protected web application. Benign requests are forwarded
to the application, while malicious or suspicious requests
are blocked, logged, isolated, or stored as anomaly data for
future learning. This process supports adaptive WAF behavior
because the system can update its detection knowledge when
new attack patterns are discovered (Calvo and Beltrán, 2022;
Mohammadi Rouzbahani et al., 2020).

As shown in Figure 2, the WAF acts as an intermedi-
ate security layer between users and the web application.
Common requests are allowed to continue to the server,
while attack requests are rejected or processed through the
detection and response mechanism. This design extends the
traditional WAF concept by combining static filtering with
machine learning and adaptive response, making it more
suitable for handling modified, obfuscated, and zero-day
attack patterns (Applebaum et al., 2021; Sepczuk, 2022;
Shahid et al., 2022b).

3.2. Evaluation Variables
The evaluation uses the confusion-matrix variables true

positive (𝑇𝑃 ), true negative (𝑇𝑁), false positive (𝐹𝑃 ), and
false negative (𝐹𝑁). These variables are used to calculate
accuracy, precision, recall, F1-score, and Matthews Corre-
lation Coefficient (MCC), as shown in Equations (2)–(1).
Accuracy measures overall correctness, precision measures
the reliability of attack predictions, recall measures how many
actual attacks are detected, and F1-score balances precision
and recall. MCC is included because it considers all four
confusion-matrix components and is more informative when
binary classification data are imbalanced (Chicco et al., 2021).
In a WAF context, recall is particularly important because
false negatives allow malicious requests to reach the protected
application, while precision is also important because false
positives may block legitimate users.

MCC = 𝑇𝑃 × 𝑇𝑁 − 𝐹𝑃 × 𝐹𝑁
√

(𝑇𝑃 + 𝐹𝑃 )(𝑇𝑃 + 𝐹𝑁)(𝑇𝑁 + 𝐹𝑃 )(𝑇𝑁 + 𝐹𝑁)
(1)

Accuracy = 𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁

(2)

Precision = 𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(3)

Recall = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(4)

F1-Score = 2 × Precision × Recall
Precision + Recall

(5)

These metrics are interpreted together with the confusion
matrix rather than in isolation. This is important because
the deployed-model test and library test have limited true-
negative representation. Therefore, the discussion emphasizes
recall, precision, false positives, and false negatives, while
MCC is included as a recommended metric for future
evaluation with a more balanced test set.
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Figure 2: Processing step

3.3. Attack Keyword-Based Filtering
Attack-keyword filtering is used as an initial screening

stage before regex matching and machine-learning clas-
sification. The keyword list was constructed from three
sources: web-attack categories represented in the collected
datasets, common payload structures discussed in prior SQL
injection and WAF studies, and attack classes aligned with
OWASP-style web application risks such as injection, cross-
site scripting, broken access/path manipulation, and request-
forgery patterns (Kar et al., 2016; Shaheed and Kurdy, 2022;
Riera et al., 2022). The purpose of the list is not to classify
attacks by itself, but to highlight request fragments that
require deeper inspection.

As shown in Figure 3, incoming traffic is first inspected
for attack-related terms. Requests containing suspicious
keywords are not automatically blocked only because a
keyword is present, since several terms may also appear
in legitimate requests. Instead, the keyword result is com-
bined with regex matching, anomaly checking, and machine-
learning classification. This reduces unnecessary processing
while also reducing the risk of blocking benign requests that
contain isolated keywords.

Table 1: Attack keyword categories and intended detection
role
Category Example indicators Detection role

SQL injection SELECT, UNION,
OR, DROP, SLEEP,
INFORMATION_SCHEMA

Flags database-oriented payloads
and suspicious query structures for
regex and ML validation.

Cross-site scripting script, onerror,
alert, javascript,
document.cookie, eval

Identifies script execution attempts
and client-side payload fragments
in user-controlled input.

Path traversal etc/passwd, ../,
boot.ini, /bin/bash,
/proc/self/environ,
system32

Highlights attempts to access
restricted files, operating-system
paths, or server-side resources.

Request forgery
tokens

csrf_token,
X-CSRF-Token,
authenticity_token,
_csrf, _token

Helps identify suspicious
manipulation or absence of
expected request-validation tokens.

Table 1 summarizes representative keyword groups used
in the filtering stage. The table is intentionally limited to
representative indicators because the operational pattern
library is expected to evolve as new confirmed anomalies
are discovered. Confirmed malicious patterns are added to
the attack-pattern library after validation, which allows the
WAF to adapt without depending only on a fixed static rule
list (Xuan et al., 2020; Calvo and Beltrán, 2022).

3.4. Regex-Based Detection
Regular expressions, commonly known as regex, are

sequences of characters that define a search pattern. Regex
can be used for string matching and manipulation. In the
context of injection detection, regex is utilized to identify
patterns that are characteristic of injection attacks. This
method complements attack keyword detection because regex
can describe suspicious query structures, not only individual
words or tokens (Sun and Li, 2012; Kar et al., 2016).

Figure 4: Method keywords-based detection

The keyword-based detection process first checks whether
a query contains common attack-related terms. If suspicious
keywords are found, the query can be forwarded to the next
detection stage for deeper analysis. This process is illustrated
in Figure 4.

Regex patterns are predefined rules that match specific se-
quences of characters. These patterns are designed to identify
common injection techniques. Some common patterns used
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Figure 3: Attack keyword-based filtering process

to detect injection include the presence of SQL keywords such
as SELECT, INSERT, UPDATE, and DELETE followed by suspicious
constructs. Other examples include OR 1=1, comment markers
such as –, and destructive statements such as ; DROP TABLE,
which are commonly associated with SQL injection attacks.
Examples of regex patterns for injection detection are shown
in Figure 5.

Figure 5: Some common regex patterns

Figure 6: How regex work

Regex patterns are compiled to create regex objects,
making the matching process faster and more efficient.
Incoming SQL queries are matched against the compiled
regex patterns. If a query matches one or more patterns, it is
flagged as a potential SQL injection attack. Multiple regex

patterns can also be combined to cover a wider range of
SQL injection techniques and payload variations. The regex
matching process is shown in Figure 6.

In advanced SQL injection detection systems, regex
patterns can be combined with attack keywords to improve
detection accuracy. The process begins by checking whether
a query contains known attack keywords. After that, regex
matching is applied to determine whether the query structure
follows a suspicious injection pattern. If both keyword and
regex indicators are detected, the request can be classified as
malicious or forwarded to the machine learning model for
additional validation (Shaheed and Kurdy, 2022; Surendhar
et al., 2023).

Figure 7: Regex and attack keyword combination detection

Figure 7 describes the combined decision flow used by the
proposed detector. First, the request is inspected for attack-
related keywords. Second, requests containing suspicious
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indicators are matched against compiled regex patterns to
determine whether the structure resembles known injection
payloads. Third, requests that remain uncertain are forwarded
to the machine-learning classifier or stored as anomaly data.
This design prevents the WAF from relying on a single
detection signal and allows the system to combine fast pattern
matching with adaptive classification.

The combination of regex and attack keyword analysis
strengthens the proposed WAF because it detects both known
attack terms and suspicious query structures. This hybrid
approach also reduces false negatives by identifying modified
injection payloads that may not be detected by keyword
matching alone. When combined with anomaly detection and
machine learning, the system can provide a more adaptive
defense against both known and emerging injection attacks
(Xuan et al., 2020; Mohammadi Rouzbahani et al., 2020).

3.5. Data Collecting
The data used in this research was collected from several

sources to represent both normal web traffic and malicious
web application attacks. The dataset consists of synthetic
attack data, historical attack data from Indonesian military
web applications, Kaggle datasets, and CSIC web traffic
datasets. These data sources were selected to provide a
diverse set of request patterns, including legitimate requests
and several common attack types. Using multiple sources
is important because machine-learning-based WAF models
require varied traffic patterns to improve generalization and
reduce bias toward a single attack scenario (Dawadi et al.,
2023; Riera et al., 2022).

Figure 8: Dataset collection

As shown in Figure 8, the dataset collection process
combines several data sources before they are processed
for model training and testing. Synthetic data is used to
simulate different attack scenarios, while public datasets
such as Kaggle and CSIC provide examples of common
web request behavior and known attack signatures. Historical
attack data is also used to make the dataset more relevant to
real-world web application security cases.

The collected dataset contains several types of web
application attacks, including SQL injection (SQLi), cross-
site scripting (XSS), path traversal, and cross-site request
forgery (CSRF). These attack categories are commonly used
in web attack classification and WAF research because they
represent major threats against web applications and input-
handling mechanisms (Riera et al., 2022; Shaheed and Kurdy,
2022).

Figure 9 shows the distribution of attack types in the
dataset. SQL injection has the highest number of instances,

followed by XSS, path traversal, and CSRF. These attack
categories were selected because they represent common
input-driven web application threats and can be related to
OWASP-style risk areas. SQL injection is directly related to
injection risk; XSS represents client-side script injection; path
traversal is related to broken access control and unauthorized
file access; and CSRF represents request-forgery behavior
that can abuse authenticated user actions.

Figure 9: Attack type dataset

Table 2 clarifies why these attack classes are relevant for
WAF evaluation. Nevertheless, the dataset does not cover
every OWASP Top Ten risk. Therefore, the result should
be interpreted as evidence for selected request-level attacks
rather than complete coverage of all web application security
risks.

Table 2: Relationship between dataset attack types and
OWASP-style web risks
Dataset attack
type

Related OWASP-style
risk area

Reason for inclusion

SQL injection Injection Represents database-oriented
payloads that attempt to
manipulate backend queries.

Cross-site scripting
(XSS)

Injection / client-side
script execution

Represents malicious script
payloads submitted through
user-controlled input.

Path traversal Broken access control /
unauthorized file access

Represents attempts to access
restricted files or directories
through crafted paths.

Cross-site request
forgery (CSRF)

Request forgery / abuse
of authenticated actions

Represents manipulation of
trusted user sessions or request-
validation mechanisms.

Before being used for machine learning, the collected
data is prepared for the next stage of data pre-processing.
This includes cleaning duplicate records, checking missing
values, organizing attack labels, and ensuring that the request
data can be transformed into numerical features. Proper data
collection and preparation are essential because the quality
of training data directly affects the detection accuracy and
reliability of the WAF model (Dawadi et al., 2023; Shaheed
and Kurdy, 2022).
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3.6. Data Pre-Processing
Data pre-processing is an important stage in preparing raw

web request data before it is used for machine learning model
training and testing. Raw traffic data often contains duplicate
records, missing values, inconsistent formats, unnecessary
symbols, and unstructured request payloads. If these problems
are not handled properly, the model may learn irrelevant
patterns and produce inaccurate detection results. Therefore,
pre-processing is required to clean, normalize, and transform
the collected data into a structured format suitable for web
attack classification (Dawadi et al., 2023; Shaheed and Kurdy,
2022).

As shown in Figure 10, the data pre-processing stage
begins with raw data collection, followed by tokenization,
feature extraction, and vectorization. Tokenization is used to
split web requests or SQL queries into smaller units such
as words, symbols, or query tokens. This step helps the
system identify important parts of the request, including SQL
commands, parameters, operators, and suspicious payload
fragments. Token-based representation is useful in SQL
injection detection because malicious queries often contain
abnormal token structures compared with legitimate queries
(Kar et al., 2016).

Figure 10: Data processing

After tokenization, feature extraction is performed to
identify patterns that may indicate web attacks. These features
may include attack keywords, regex-matched patterns, request
length, suspicious characters, encoded payloads, and the
presence of SQL or script-related terms. Feature engineering
is essential because machine learning models cannot directly
understand raw text; they require numerical or structured
features to perform classification (Shaheed and Kurdy, 2022;
Riera et al., 2022).

The next step is vectorization, where textual request data
is transformed into numerical values. Techniques such as
TF-IDF can be used to convert tokens into feature vectors
so that machine learning algorithms can process them. After
vectorization, the dataset is divided into training and testing
sets. The training set is used to build the model, while
the testing set is used to evaluate how well the model
detects unseen web requests. This separation is necessary
to measure the generalization ability of the proposed WAF
model (Dawadi et al., 2023).

In this research, data pre-processing supports the overall
WAF detection pipeline by reducing noise, improving feature
quality, and making the dataset ready for model comparison.
A well-prepared dataset helps improve accuracy, precision,
recall, and F1-score because the model can focus on relevant
attack indicators rather than irrelevant or inconsistent data.

3.7. Data Processing
After data pre-processing, the cleaned and vectorized

dataset is processed using several machine learning and
deep learning models. This research compares Support
Vector Machine (SVM), Random Forest, Logistic Regression,
Convolutional Neural Network (CNN), and Recurrent Neural
Network (RNN). The use of multiple models allows the
study to identify which algorithm provides the most suitable
performance for malicious web request detection (Dawadi
et al., 2023; Shaheed and Kurdy, 2022; Wang et al., 2022).

Table 3: SVM parameters
Parameter Description Value

kernel Kernel type to be used in the
algorithm

’linear’,

’poly’, ’rbf’,

’sigmoid’

C Regularization parameter 1.0

gamma Kernel coefficient for ’rbf’,
’poly’, and ’sigmoid’

’scale’

degree Degree of the polynomial
kernel function (’poly’)

3

coef0 Independent term in kernel
function; significant in ’poly’
and ’sigmoid’

0.0

SVM is used because it is effective for classification
problems with high-dimensional feature spaces, including
text-based and token-based representations of web requests.
In SQL injection detection, SVM has been used with token-
based features to distinguish malicious and benign query
structures (Kar et al., 2016). The SVM parameters used in
this research are shown in Table 3.

Random Forest is used as an ensemble learning model that
combines multiple decision trees to improve classification
stability. This model is useful for structured feature-based
detection because it can handle nonlinear relationships among
extracted request features. The Random Forest parameters
used in this research are shown in Table 4.

Table 4: Random Forest parameters
Parameter Description Value

n_estimators Number of trees in the forest 100

max_depth Maximum depth of the tree None

min_samples_split Minimum number of samples
required to split an internal
node

2

min_samples_leaf Minimum number of samples
required to be at a leaf node

1

max_features Number of features to consider
when looking for the best split

’auto’

Logistic Regression is used as a baseline classification
model because it is simple, interpretable, and effective for
binary classification tasks. It helps compare whether more
complex models provide better detection performance than a
linear classifier. The Logistic Regression parameters used in
this research are shown in Table 5.
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Table 5: Logistic Regression parameters
Parameter Description Value

C Inverse of regularization strength 1.0

solver Algorithm to use in the optimization
problem

’lbfgs’

max_iter Maximum number of iterations taken
for the solvers to converge

100

penalty Used to specify the norm of the penalty ’l2’

tol Tolerance for stopping criteria 1e-4

CNN is evaluated because convolutional layers can learn
local patterns from vectorized request data and have been
applied in WAF research for web attack detection (Wang
et al., 2022; Jemal et al., 2022). The CNN parameters used
in this research are shown in Table 6.

Table 6: CNN parameters
Parameter Description Value

filters Number of output filters in the
convolution

64

kernel_size Length of the convolution window (3, 3)

strides Stride length of the convolution (1, 1)

padding Padding method (valid or same) ’same’

activation Activation function to use ’relu’

pool_size Downscale factor in the pooling
operation

(2, 2)

dropout Fraction of the input units to drop for
regularization

0.5

dense_units Number of units in the dense layer 128

epochs Number of epochs to train the model 10

batch_size Number of samples per gradient update 32

RNN is evaluated because request payloads and query
strings can be treated as sequences of tokens. This makes
RNN suitable for learning sequential dependencies in ma-
licious request patterns. The RNN parameters used in this
research are shown in Table 7.

Table 7: RNN parameters
Parameter Description Value

units Number of units in the RNN layer 50

dropout Fraction of the input units to drop
for regularization

0.2

recurrent_dropout Fraction of the recurrent units to
drop for regularization

0.2

activation Activation function to use ’tanh’

batch_size Number of samples per gradient
update

32

epochs Number of epochs to train the
model

10

After all models are trained, their performance is com-
pared using the evaluation metrics defined in the variable
operations section. The best-performing model is then se-
lected for integration into the WAF detection workflow.
This comparison helps ensure that the final WAF model is
selected based on measurable detection performance rather
than assumption.

3.8. Research Environment and Metrics
The proposed framework was evaluated in a controlled

environment consisting of a client, the WAF component, a
protected web application, and a testing or analysis compo-
nent. Incoming requests are inspected by the WAF before
reaching the protected application. Legitimate requests are
forwarded, while malicious or suspicious requests may be
blocked, logged, isolated, or sent for further analysis. This
environment allows repeated testing of normal and attack
traffic without exposing production systems to harmful
payloads (Applebaum et al., 2021; Dawadi et al., 2023).

Figure 11: Controlled WAF testing environment

Figure 11 illustrates the controlled testing environment
used to evaluate the proposed framework. Incoming requests
are generated from the client side and first inspected by
the WAF component before reaching the protected web
application. Requests classified as legitimate are forwarded
to the application, while malicious or suspicious requests are
blocked, logged, or sent to the sandbox analysis component.
Confirmed malicious anomaly patterns can then be added
to the attack-pattern library and used as input for future
model updates. This environment connects the detection
model, active-response mechanism, logging process, sandbox
validation, and adaptive pattern-library update in a single
evaluation workflow.

Model performance is interpreted using accuracy, preci-
sion, recall, and F1-score. In the result section, these metrics
are discussed together with the confusion matrix because
WAF evaluation must consider the operational cost of both
false negatives and false positives. False negatives may permit
attacks to reach the web application, while false positives may
block legitimate users and reduce service availability.

4. Results
4.1. Machine Learning Model Training and

Evaluation
The first experiment compared five candidate models

using the same pre-processed and vectorized request data:
SVM, RNN, Random Forest, Logistic Regression, and CNN.
The purpose of this comparison was to select the most
appropriate classifier for integration into the proposed WAF
workflow. Because several models produced very close scores,
the comparison is interpreted as an indicator of practical
suitability rather than as proof that one model is statistically
superior in all conditions.
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Table 8 shows that Random Forest obtained the highest
accuracy, followed very closely by CNN and RNN. However,
the difference between Random Forest and CNN is small:
0.9954 compared with 0.9951. Therefore, the result should
be interpreted carefully. It indicates that Random Forest
is a strong candidate for the proposed feature-based WAF
pipeline, but it does not prove that Random Forest is univer-
sally superior to CNN or RNN under all traffic conditions.

Table 8: Model comparison result on the evaluation dataset
Model Accuracy Precision Recall F1-score

Support Vector Machine (SVM) 0.9859 0.985 0.985 0.985
Recurrent Neural Network (RNN) 0.9941 0.995 0.995 0.995
Random Forest 0.9954 0.995 0.995 0.995
Logistic Regression 0.9511 0.960 0.940 0.945
Convolutional Neural Network
(CNN)

0.9951 0.995 0.995 0.995

Logistic Regression produced the weakest result among
the evaluated models. This suggests that a simple linear
classifier may be less suitable for representing complex
request patterns, especially when malicious payloads contain
obfuscation, mixed token order, or encoded characters. SVM
produced strong performance but remained below the tree-
based and neural-network models in this experiment.

Random Forest was selected for deployment because
it combines high classification performance with practical
advantages for WAF integration. It can process structured
feature vectors efficiently, is easier to deploy than deep
learning models, and is less computationally demanding
than CNN or RNN inference in many operational settings.
Nevertheless, the small difference between the top three
models indicates that repeated experiments, cross-validation,
and production-scale testing are needed before making a
stronger claim about model superiority.

4.2. Model Deployment
The selected Random Forest model was deployed together

with the TF-IDF vectorizer used during training. This is
necessary because incoming HTTP requests are textual, while
the model expects numerical feature vectors. At runtime,
each request is transformed by the saved vectorizer and then
classified by the trained model.

Figure 12: Saved model and vectorizer used in deployment

As shown in Figure 12, the deployed detector consists
of two linked components: the trained classifier and the

vectorizer vocabulary. If the vectorizer used during deploy-
ment differs from the one used during training, the feature
representation will change and the prediction result may
become unreliable. For this reason, both components must be
serialized and loaded together, for example as rf_model.pkl

and a corresponding vectorizer file.
When a request is classified as malicious, the WAF can

block the request, record the event, and trigger the active-
response process. If a request is suspicious but does not match
existing patterns, it is stored as anomaly data for sandbox
analysis and possible pattern-library updates.

4.3. Comparison with Prior Work and Industrial
WAF Practice

To clarify the significance of the result, the proposed
framework is compared conceptually with prior WAF studies
and common industrial WAF practice. The comparison
focuses on detection approach, adaptive capability, and active
response support rather than only on raw accuracy, because
different studies use different datasets, attack distributions,
and evaluation settings.

Table 9: Comparison with prior work and industrial WAF
practice

Approach Main Technique Main Limitation or Difference

Signature/rule-
based WAF
practice, such
as ModSecurity
with OWASP
CRS

Static rules and
signatures for
known web attacks

Effective for known payloads, but
requires frequent rule maintenance
and may miss obfuscated or zero-day
variants. Adaptive updates are mostly
manual or rule-driven.

Cloud or
managed
industrial WAF
practice, such
as Cloudflare
WAF or AWS
WAF

Managed rules,
reputation data,
rate limiting, and
provider threat
intelligence

Provides strong operational coverage,
but the model logic, rule tuning,
and update process are usually not
transparent to researchers.

Shaheed and
Kurdy (2022)

Feature engineering
and machine-
learning
classification

Demonstrates ML-based WAF
detection, but focuses mainly on
classification rather than active
response and attack-pattern library
feedback.

Dawadi et al.
(2023)

Deep-learning-
enabled WAF for
web attack detection

Shows strong deep-learning potential,
but deployment, anomaly isolation, and
adaptive active response are not the
central contribution.

Calvo and
Beltrán (2022)

Adaptive WAF
configuration using
context and risk
indicators

Focuses on adaptive WAF
configuration, while the present work
combines ML classification, keyword
filtering, regex detection, and active
response.

Xuan et al.
(2020)

Dynamic web
profiles and
anomaly request
detection

Supports anomaly-based updates,
but does not provide the same hybrid
comparison of SVM, Random Forest,
Logistic Regression, CNN, and RNN.

Proposed
framework

Random Forest
classifier, keyword
and regex filtering,
anomaly logging,
active response,
and attack-pattern
library update

Provides an integrated adaptive WAF
prototype, but still requires broader
benign traffic, repeated experiments,
direct baseline comparison, and
production-scale latency testing.

Table 9 shows that the main contribution of this study is
not only the use of machine learning, but the integration of
classification, keyword and regex filtering, anomaly handling,
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and active response in one WAF workflow. Compared with tra-
ditional rule-based WAF operation, the proposed approach is
designed to learn from newly confirmed patterns. Compared
with several ML-based studies, the proposed framework adds
an explicit attack-pattern library and response loop.

This comparison should be interpreted as a design-level
comparison rather than a direct performance benchmark.
Direct numerical comparison with industrial WAF products
is difficult because managed WAF services use proprietary
rule sets, reputation systems, traffic intelligence, and tuning
mechanisms that are not fully reproducible in an academic
experiment. Therefore, this study does not claim that the
proposed framework outperforms industrial WAFs. Instead,
the contribution lies in demonstrating an integrated and
transparent workflow that combines machine-learning classi-
fication, keyword and regex filtering, anomaly logging, active
response, and pattern-library updating. A stronger perfor-
mance claim would require testing the proposed framework
against baseline configurations, such as ModSecurity with
OWASP Core Rule Set, under the same traffic, attack distri-
bution, OWASP Top Ten-inspired scenarios, and operational
performance metrics.

4.4. Model Testing and Evaluation
The deployed model was tested using unseen request

samples, including injection attack samples related to inci-
dents on Indonesian military websites. This test is important
because the model must generalize beyond the data used
during training. The testing result is summarized in Table 10
and Table 11.

Table 10: Confusion matrix of the deployed model test
Predicted benign Predicted attack

Actual benign 0 7
Actual attack 0 40

Table 11: Performance metrics of the deployed model test
Metric Value

Accuracy 85.1%
Precision 85.1%
Recall 100%
F1-score 91.9%

The result shows that the model detected all attack
samples in the test set, producing 100% recall and zero false
negatives. This is valuable for a WAF because missed attacks
are high-risk events. However, the result also shows seven
false positives and no true negatives in this test sample. As
a result, the 85.1% accuracy should not be interpreted as a
guarantee of safe production operation. It indicates that the
model was aggressive in classifying suspicious requests as
attacks.

From an operational perspective, this behavior has two
implications. First, the model prioritizes attack coverage,
which is useful when the cost of missing an attack is high.
Second, the false-positive rate may reduce service availability
by blocking legitimate traffic. Therefore, the deployment
result supports the feasibility of the proposed approach, but it

also shows that additional benign traffic, broader testing, and
threshold or feature refinement are required before production
use.

These findings also explain why the adaptive component
is necessary. False positives and uncertain samples should be
reviewed through logging, sandbox testing, and administrator
validation before being added permanently to the pattern
library. This prevents the system from learning incorrect
patterns while still allowing it to improve over time.

4.5. Query Injection Pattern Creation
Query injection pattern creation is used to support the

active response and adaptive learning capability of the
proposed WAF. After suspicious requests are detected, the
system analyzes the query structure to identify repeated or
modified attack patterns. These patterns are then stored in
a pattern library so they can be used for future detection,
blocking, and model retraining. This process is important
because attackers often modify payloads to bypass static
signatures, so the WAF must be able to learn from new
variations of malicious requests (Sepczuk, 2022; Calvo and
Beltrán, 2022).

The pattern creation process compares existing injection
patterns with new patterns discovered during detection and
anomaly analysis. Existing patterns represent known attack
forms that have already been stored in the detection library,
while new patterns represent modified payloads or newly
observed query structures. The comparison helps the WAF
identify whether an incoming payload is a known attack or a
new variation that should be added to the library (Xuan et al.,
2020).

Table 12 shows examples of existing and newly generated
injection patterns. The new patterns are created by modifying
parts of known SQL injection payloads, such as replacing
SELECT with FROM, changing keyword order, or preserving
obfuscated forms such as mixed capitalization and encoded
characters. These variations show how attackers can create
new payload forms while keeping the same malicious intent.

Table 12: Injection pattern result
Existing Patterns New Patterns

+union+distinct+select+ +union+distinct+FROM+select+

+union+distinctROW+select+ +union+distinctROW+FROM+select+

///!12345UNIONSELECT/// ///!12345UNIONFROM///

///!50000UNIONSELECT/// ///!50000UNIONFROM///

+/!50000UnIoN/!50000SeLeCtaLl/+ +/!50000UnIoN/!50000FROMaLl/+

+/!u%6eion/+/!se%6cect/+ +/!u%6eion/+/!FROM%6cect/+

//uniUNIONon//aALLI///selSELECTect// //uniUNIONon//aALLI///selFROMect//

1%’)and(0)union(select(1),version(),3,

4,5,6)%23%23%23

1%’)and(0)union(FROM(1),version(),3,4,

5,6)%23%23%23

/!50000%55nIoN/+/!50000%53eLeCt/ /!50000%55nIoN/+/!50000%53eLeFROM/

The generated patterns are useful for future attack pre-
diction because they expand the WAF’s detection knowledge
beyond the original payload examples. When a new pattern
is confirmed as malicious, it can be added to the pattern
library and used by the regex, keyword, and machine learning
modules. This allows the WAF to update its detection
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Table 13
Confusion matrix of the attack-pattern library test

Predicted benign Predicted attack
Actual benign 0 0
Actual attack 19 251

Table 14
Performance metrics of the attack-pattern library test

Metric Value
Accuracy 93%
Precision 100%
Recall 93%
F1-score 96%

capability without relying only on manually written static
rules.

The pattern library also supports administrator review
and sandbox testing. Suspicious anomaly data can be cross-
checked before being added to the library, reducing the risk of
adding incorrect patterns. This process strengthens the active
response mechanism because the WAF can block confirmed
malicious patterns, log suspicious variations, and improve
future detection through continuous updates (Shahid et al.,
2022b; Xuan et al., 2020).

Overall, query injection pattern creation helps transform
detected anomalies into reusable security knowledge. By
continuously updating the pattern library, the proposed WAF
becomes more adaptive against emerging injection techniques
and more resilient against payload obfuscation.

4.6. Library Testing
Library testing was conducted to evaluate the effec-

tiveness of the attack-pattern library in detecting injection
patterns. The library contains known malicious patterns
generated from attack keywords, regex rules, and confirmed
anomaly data. This stage is important because the proposed
WAF does not rely only on the machine learning model; it
also uses a pattern library to support immediate detection and
active response against known or repeated attack payloads
(Sun and Li, 2012; Kar et al., 2016).

The testing process compares incoming query patterns
with the existing pattern library. If a query matches a known
malicious pattern, the WAF can immediately classify it as an
attack and trigger a response. If the query does not fully match
known patterns but appears suspicious, it can be treated as
anomaly data and sent for further analysis or sandbox testing.
This process supports adaptive learning because confirmed
new patterns can be added to the library for future detection
(Xuan et al., 2020; Calvo and Beltrán, 2022).

The attack-pattern library was also evaluated separately
because the proposed WAF does not rely only on the machine-
learning model. The library is intended to provide fast
detection for known or repeated malicious patterns. The
result is summarized in Table 13 and Table 14. The tabular
presentation is used because it reports the exact tested values

and avoids ambiguity between graphical and numerical
results.

The library test shows a different trade-off from the
deployed-model test. The pattern library produced no false
positives in the tested sample, which means that every request
flagged by the library was malicious. However, it missed
19 attack samples, showing that the library alone is not
sufficient for complete protection. This supports the hybrid
design of the proposed WAF: the pattern library provides
precise detection for known attacks, while anomaly detection
and machine learning are needed to identify modified or
previously unseen payloads.

Overall, the library result supports the adaptive WAF
concept, but it also confirms the need for continuous pattern
updates. Newly confirmed malicious anomalies should be
added to the library only after validation, so that recall can
improve without introducing unnecessary false positives.

4.7. Adaptive Concept
The adaptive concept is designed to ensure that the

proposed WAF can improve its detection capability over time.
Traditional WAF systems often depend on static signatures
and manually configured rules, which can become ineffective
when attackers modify payloads or create new attack pat-
terns. Therefore, the proposed framework integrates machine
learning, known pattern detection, anomaly analysis, sandbox
testing, and model updating to support continuous adaptation
(Applebaum et al., 2021; Sepczuk, 2022; Calvo and Beltrán,
2022).

Figure 13: Adaptive concept

As shown in Figure 13, incoming traffic or query requests
are first processed by the machine learning model. If the
request matches a known malicious pattern, the system
performs immediate action by blocking and responding to the
request. This path allows the WAF to handle known attacks
quickly without requiring additional manual analysis.

If the request does not match a known pattern but appears
suspicious, it is treated as anomaly data. The suspicious
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request is then forwarded to sandbox testing for further
analysis. Sandbox testing helps determine whether the request
is benign, malicious, or a new variation of an existing attack.
This step is important because anomaly data may contain
new payload structures that are not yet included in the current
pattern library (Xuan et al., 2020; Mohammadi Rouzbahani
et al., 2020).

After the suspicious request is analyzed, confirmed
malicious patterns can be used to update the learning model
and refine the detection algorithm. This creates a feedback
loop in which new attack knowledge is added to the WAF
system. As a result, the WAF becomes more resilient against
emerging threats because it does not depend only on the
original training dataset or static detection rules.

The adaptive concept also supports active response.
Known malicious traffic can be blocked immediately, while
unknown suspicious traffic can be isolated and reviewed
before it is added to the detection library. This combination
reduces the risk of allowing new attacks to reach the protected
web application and also reduces the risk of incorrectly
blocking legitimate traffic. By combining detection, response,
sandbox analysis, and model refinement, the proposed WAF
can support more adaptive handling of modified and zero-day
attack patterns under the evaluated framework (Shahid et al.,
2022b; Calvo and Beltrán, 2022).

4.8. Addressing Problem Statement
The proposed WAF framework is designed to address

several weaknesses commonly found in traditional WAF
implementations. These weaknesses include dependency on
static rules, false positives and false negatives, architectural
complexity, performance impact, and lack of application
awareness. Each problem is addressed using a specific method
in the proposed system, including machine learning, anomaly
detection, regex and keyword filtering, optimized pattern
matching, and adaptive model updating (Applebaum et al.,
2021; Calvo and Beltrán, 2022; Shaheed and Kurdy, 2022).

Table 15 shows how the proposed approach addresses
the main problem statements of the research. Static rule
dependency is handled through machine learning models
that can learn from updated datasets and support adaptation
to new threats. This is important because static signatures
alone may fail when attackers use obfuscated or modified
payloads (Sepczuk, 2022; Xuan et al., 2020).

False positives and false negatives are addressed using
anomaly detection, stopword or attack-keyword filtering,
and regex-based pattern recognition. These methods help
the system distinguish between legitimate and malicious
query structures. By combining signature-like filtering with
machine learning, the WAF can reduce missed attacks and
avoid blocking legitimate traffic unnecessarily (Kar et al.,
2016; Sun and Li, 2012).

System complexity is addressed through a modular
and scalable WAF architecture. The proposed framework
separates data pre-processing, feature extraction, machine
learning classification, pattern matching, anomaly logging,
and active response into manageable components. This

modular design supports future updates, model replacement,
and pattern library expansion.

Table 15: Addressing problem statement
Problem
Statement

Method Solution

Static Rules Machine Learning
(SVM, Random
Forest)

Dynamic adaptation to new threats by
learning from updated datasets and
threat intelligence feeds.

False Positives
and Negatives

Anomaly Detection,
Stopwords, and
Regex

Improved accuracy in identifying
malicious queries, reducing both false
positives and false negatives through
continuous learning and pattern
recognition.

Complexity Modular and Scalable
WAF Architecture

Simplified integration and
management of the WAF system,
allowing easy updates and scalability.

Performance
Impact

Efficient Model
Training and
Execution, Compiled
Patterns, and
Optimized Searching

Optimized machine learning models
ensure minimal performance
degradation while maintaining
high security. Pre-compiling regex
patterns and using efficient searching
algorithms such as Aho-Corasick
enhance performance during pattern
matching.

Lack of
Application
Awareness

Context-Aware
Anomaly Detection,
Stopwords, and
Regex

Enhanced understanding of
application-specific queries through
stopwords and contextual features,
leading to more accurate detection.

Performance impact is addressed through efficient model
training, compiled regex patterns, and optimized searching.
Pre-compiled regex patterns reduce matching overhead, while
efficient multiple-pattern matching algorithms such as Aho-
Corasick can improve performance when many patterns must
be checked at the same time (Sun and Li, 2012; Coscia et al.,
2023).

Lack of application awareness is addressed using context-
aware anomaly detection and application-specific keyword
analysis. By learning normal request structures and compar-
ing them with suspicious query behavior, the WAF can better
understand whether a request is normal for the protected
application or potentially malicious. This supports more
accurate detection and continuous improvement of the WAF
system (Calvo and Beltrán, 2022; Mohammadi Rouzbahani
et al., 2020).

5. Limitations
This study has several limitations. First, the deployed-

model test used a limited test sample and produced no true
negatives, which restricts the interpretation of accuracy and
precision. Although the recall reached 100%, the presence
of seven false positives shows that the model may be too
aggressive in classifying suspicious requests as attacks.

Second, the model comparison did not include repeated
runs, cross-validation, confidence intervals, or statistical
significance testing. Therefore, the small performance dif-
ference between Random Forest, CNN, and RNN should be
interpreted cautiously.

Third, the comparison with industrial WAFs is conceptual
rather than experimental. Industrial WAF products and man-
aged WAF services use proprietary rules, traffic reputation,
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threat intelligence, and operational tuning that are not directly
reproduced in this study.

Fourth, the current evaluation focuses on selected request-
level attacks, including SQL injection, XSS, path traversal,
and CSRF-related patterns. It does not fully cover all OWASP
Top Ten categories. Future work should expand the dataset
and evaluate the framework across broader attack scenarios.

6. Conclusion
This research proposed a hybrid Web Application Fire-

wall framework that integrates machine-learning classifica-
tion, attack-keyword filtering, regex-based pattern matching,
anomaly handling, active response, and an adaptive attack-
pattern library. The framework was designed to address
limitations of static rule-based WAF approaches, especially
when facing modified, obfuscated, or previously unseen
request patterns.

The model comparison showed that Random Forest
achieved the highest accuracy among the evaluated models,
with 0.9954, followed closely by CNN with 0.9951 and
RNN with 0.9941. However, the differences among the top-
performing models were small. Therefore, Random Forest
should be interpreted as the most practical candidate in this
experiment, not as a universally superior model. Its selection
is supported by both its classification result and its relative
simplicity for feature-based deployment.

The deployed-model test showed 85.1% accuracy, 85.1%
precision, 100% recall, and 91.9% F1-score. This result
is important because no attack samples were missed in
the test set, but it also reveals a limitation: seven benign
or negative samples were classified as attacks. For a real
WAF deployment, these false positives may affect service
availability. Therefore, the result supports feasibility but does
not yet guarantee production-level security.

The attack-pattern library achieved 93% accuracy, 100%
precision, 93% recall, and 96% F1-score. This indicates
that the library can provide precise detection for known
malicious patterns, but the missed samples show that static
pattern storage alone is not sufficient. The library must be
continuously updated using validated anomaly data.

Overall, the study supports the value of combining
machine learning, keyword and regex filtering, pattern-library
detection, and active response in one adaptive WAF workflow.
The main contribution is the integrated design and feedback
loop rather than a claim of complete superiority over existing
WAFs. Future work should compare the framework directly
with baseline rule-based WAF configurations and industrial
WAF settings, expand benign and malicious datasets, mea-
sure latency and throughput, and evaluate coverage against
OWASP Top Ten-inspired attack scenarios.

7. Recommendation
Several improvements are recommended before the pro-

posed framework can be considered ready for production-
oriented evaluation. First, the dataset should be expanded
with more diverse benign traffic. The deployed-model test

produced false positives, so additional normal request sam-
ples are needed to help the model distinguish suspicious but
legitimate requests from actual attacks.

Second, future experiments should include direct baseline
comparisons. The proposed framework should be tested
against a rule-based WAF configuration, such as ModSecurity
with OWASP Core Rule Set, and compared with results from
related ML-based WAF studies where comparable datasets
are available. This would make the claim of improvement
more measurable.

Third, the attack coverage should be mapped more
systematically to OWASP Top Ten-inspired scenarios. The
current dataset includes SQL injection, XSS, path traversal,
and CSRF-related patterns, but it does not represent all
major web application risks. Broader evaluation would clarify
which threat categories are actually covered by the proposed
framework.

Fourth, the active-response mechanism should be evalu-
ated in a production-like environment. Future testing should
measure not only accuracy, precision, recall, and F1-score,
but also latency, throughput, false-positive handling time,
logging overhead, and the operational impact of blocking or
isolating suspicious traffic.

Finally, the adaptive learning process should include
careful validation before new patterns are added to the library
or used for retraining. Sandbox testing and administrator
review remain important to prevent the WAF from learning
incorrect patterns and increasing false positives.
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